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exeCutive 
summAry
This research explores how children and young 
people can be supported to become resilient users 
of the internet. in this context, resilience is seen as an 
individual’s ability to accurately adapt to changing 
and sometimes stressful environments and to feel 
empowered to act instead of react in the face of both 
novel and threatening challenges.

by applying a psychological research perspective, this 
research posits that young people’s ability to effectively 
self-regulate their media use actually increases their 
resilience when encountering potentially harmful or 
inappropriate content online. This study of british 
14-17 year olds explored the potential outcomes of 
resilience online as well as what environmental and 
social factors could be seen to predict it. The three 
main findings are set out below;

1.  Resilience online benefits young people.

 Young people that self-regulate their internet and
social media use – and are thus more resilient –
are more likely to seek out opportunities online.
They are empowered to use the internet and social 
media to acquire knowledge, learn new skills,
take advantage of digital technologies, express
and develop their identities, build and maintain
social ties, and follow and participate in news and 
conversations linked to their communities and
current events.

2.  Supportive and enabling parenting has a more
positive impact on resilience than parental
strategies to restrict or monitor internet use.

  our findings indicate that enabling, supportive 
parenting plays a key role in determining how 
young people approach digital contexts. children 
who felt their parents showed them unconditional 
love and support, were involved in their lives and 
respected their choices and opinions were most 
likely to be resilient online, and thus more likely to 
benefit from positive outcomes online.

  by contrast, our research showed that whilst 
parental strategies of restriction and monitoring 
may have some utility in directly shielding young 
people from potential harms, they could have 
the unintended negative effect of undermining 
resilience and constructive engagement online. 
if we accept that, in an “always on” digital world, 
monitoring a child’s entire digital life is impossible, 
then by extension, we must surely also accept that 
children must be empowered with some capacity 
to judge and respond to risks independently.

 Taken together, these conclusions demonstrate 
that good parenting and allowing children to take 
risks and develop coping strategies is integral 
to developing resilience. The same logic, which 
applied to real world child development says that 
falling over is an integral part of learning to ride 
a bike, should be applied online as it can lead to 
positive self-regulatory learnings. equally, as in 
the offline world, any policy of total risk avoidance 
is not simply ineffective, it is counterproductive.

3.  Young people’s digital skills and levels of ‘digital
optimism’ can boost resilience.

 Young people who believed the internet and digital 
technology benefit society, as well as those who
have built more skills using digital technologies,
were more likely to be resilient self-regulators
online. This suggests that building the fundamental 
digital competencies of young people could have
unexpected yet positive knock on effects in terms
of fostering resilience and positive engagement
across a host of online settings.

in identifying the benefits of resilience and the 
contributing factors to self-regulation online, this 
research addresses a gap in existing research 
and hopes to inform an evidence-based policy 
approach to building resilience amongst young 
people. The response required is a multifaceted 
and proportionate one, striking a balance between 
protecting but not mollycoddling, careful at all 
points not to stifle a child’s natural curiosity and 
acknowledging that, in some contexts, young 
people necessarily have to be empowered to make 
independent judgements about risk.

introduCtion
digital technology is now integral to all areas of 
educational and social participation. As such, the 
distinction between young people’s online and offline 
lives no longer exists. new technologies offer children 
and young people opportunities to socialise, learn, 
participate in civic life, creatively produce their own 
work, and express their identities (lenhart, Purcell, 
smith, & Zickuhr, 2010.; livingstone et al., 2005; 
Prensky, 2008). however, the quality that makes the 
internet a vehicle for such creativity, innovation and 
exploration – its inherent freedom – is impossible to 
ensure without a degree of risk.. 

As in the offline world, the risks associated with 
exposure vary depending on a range of family, 
personal and environmental influences. As in 
the offline world, children cannot be watched at 
all times and exposure to some degree of risk is 
unavoidable. The response required is a multifaceted 
and proportionate one, striking a balance between 
protecting but not mollycoddling, careful at all 
points not to stifle a child’s natural curiosity and 
acknowledging that, in some contexts, young 
people necessarily have to be empowered to make 
independent judgments about risk. 

The byron review (byron, 2008), set out to address 
just this challenge, exploring how our understanding 
of children and young people’s development could 
be applied to the online world, and how this in turn 
could inform action taken by government, industry, 
the third sector, and families, to make the internet 
a safer place for children. The review set out three 
strategic objectives for child safety online: to reduce 
the availability of harmful and inappropriate material 
online, to restrict access to such harmful material 
online through a combination of technical tools and 
informed parenting, and lastly, to “increase children’s 
resilience to the material to which they may be 
exposed so that they have the confidence and skills 
to navigate these new media waters more safely” 
(byron, 2008).

since 2008, the policy and media debate has 
focused heavily on addressing the potential impact 
of harmful content online. The efforts of uK industry 
to keep children safe online have surpassed those 
in other markets. For instance, internet service 
providers (isPs) provide free parental controls 
tools to all customers and hosting sites continue to 
improve age verification measures to help prevent 
children accessing age-inappropriate content. 
government and industry continue to work together 
to block child abuse material. Whilst this combined 
action has made the uK a global leader in creating 
a safe online environment for children, it has focused 
primarily on addressing the access and availability 
objectives raised by the byron review. Much less 
attention has been paid to the third objective of the 
review –building resilience amongst children and 
young people as they go online.

This research aims to make a contribution to 
understanding what the impact of resilience on 
children’s online engagement is and how this 
resilience can be nurtured. it is our hope that this 
research will contribute to the evidence-base 
required to inform the uK’s approach to building 
resilience amongst young people.
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AS TEChnOlOgy COnTInuES TO dEVElOP quICkly, 
And OuR undERSTAndIng OF ITS EFFECTS FOllOwS 
AT A SlOwER PACE, IT REMAInS An OngOIng 
ChAllEngE TO bOTh EnSuRE POSITIVE OuTCOMES 
And guARd AgAInST ThE POTEnTIAl RISkS 
ChIldREn MIghT FACE OnlInE.

however, it is widely recognised that children’s 
exploration of the online world, just as with the offline 
world, is not without risk. research has principally 
focused on three types of online risk: content, 
contact, and conduct (byron, 2008; hasebrink, 
livingstone, & haddon, 2008), although it should be 
remembered that these categories often overlap and 
distinctions between the three are at times blurred. 

• 	Content risks relate to children accessing age-
inappropriate or harmful material sites that
encourage risk taking behaviours (livingstone,
haddon, görzig, & Ólafsson, 2010).

• 	The	sometimes	anonymous	nature	of	the	internet
can present so-called contact risks – where adults 
can pretend to be someone they’re not online and
can contact and potentially harm children and
young people through social media or chatrooms.

• 	Equally,	 children	 may	 find	 themselves	 at	 risk
because of their own or other children’s behaviour 
– that is, conduct risks (smith, Mahdavi, carvalho, 
Fisher, russell & Tippett, 2008). The blurred
distinction between public and private spaces
can also heighten such risks, as children may
share personal information or photos without fully
understanding or considering the consequences.

by exploring the positive and potentially negative 
aspects of online engagement it is clear that both 
must be considered when looking at how to support 
children to get the most from the online world. As 
technology continues to develop quickly, and our 
understanding of its effects follows at a slower pace, 
it remains an ongoing challenge to both ensure 
positive outcomes and guard against the potential 
risks children might face online.

young People and the Internet
When considering children’s engagement online 
it is necessary to adopt a holistic view of potential 
outcomes from internet and social media use. Much 
academic research has followed trends evident 
in policy and media debates by focusing on the 
avoidance of negative online outcomes. Whilst 
there is a strong existing research base dedicated to 
understanding how online risks and harm might be 
predicted, less is known about positive outcomes and 
how to achieve them. 

indeed, most baseline academic research charting 
how the internet can be beneficial for teenagers is 
dated and explores only ‘what’ children do online 
rather than the outcomes or benefits of this usage. 
only recently have we seen a shift in focus towards 
helping children take advantage of new online 
opportunities – such as boosting digital skills and the 
importance of coding.

Active Engagement Online
Whilst academic research into the positive impact of 
online engagement might be lacking, it is a sign of 
how embedded digital technology has become in all 
spheres of life that it risks stating the obvious to say 
that active engagement online delivers a wide range 
of child development benefits. 

Findings reported in both qualitative research such 
as the MacArthur Foundation’s digital Youth Project 
(ito et al., 2008) and quantitative research like the 
eu Kids online project (lobe et al., 2011) highlight 
a range of opportunities and motivations behind 
adolescents seeking online engagement. Most of 
the positive opportunities teenagers pursue online 
fall under five broad categories: socialising, learning, 
civic engagement, producing their own creative 
work, and expressing their identities (lenhart et al., 
2010; livingstone et al., 2005; Prensky, 2008).

Teenagers relish the ease at which they can connect 
with friends, keep in touch with family, and meet 
like-minded individuals (clark, 2005; lenhart et al., 
2010). This ease of connection also encourages some 
teenagers to connect with civic causes, whether it be 
by contacting a politician, signing an online petition, 
or searching for information about current events 
(rheingold, 2008). social media is in particular seen 
as a tool for collective action (Valenzuela, Park & Kee, 
2010) – offering opportunities to draw attention to, 
share, and debate issues such as civil liberties (banaji & 
buckingham, 2010) or police brutality (Teruelle, 2012).

Young people are also teaching themselves new 
skills through viewing online videos and finding 
online support for new hobbies, such as computer 
programming (Prensky, 2008). Teenagers often share 
memes, videos, reviews, and their creative writing 
or blog about their passions (livingstone, bober, & 
helsper, 2005). At other times, they use the internet 
and social media not as a creative outlet, but as a 
source of self-expression, sharing and presenting 
the best versions of themselves (Valkenburg & Peter, 
2005). Theorists hypothesise that through their online 
activities, teenagers might develop their identity – 
long considered the role of adolescence (hughes-
hassell & Miller, 2003). 

theoretiCAl 
FrAmework
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There are four styles of motivation that impact on the 
degree to which an individual displays autonomous 
self-regulation. These are external regulation, 
introjection, identification, and finally integration. 

• 	Specific	 contingencies	 such	 as	 tangible	 rewards
or punishments motivate externally regulated
behaviours. These may include doing one’s
homework to avoid being grounded or making
one’s bed in order to get an allowance. once the
external motivator is removed, the behaviour or
value typically dissipates.

• 	In	 introjected motivation, an individual maintains
the contingencies themselves but does not fully
accept them. it can be thought of as swallowing
the idea without digesting it. individuals may
assume an emotional outcome from obeying/
disobeying, such as threats of guilt and shame.

• 	Oftentimes,	 individuals	 identify and accept
the value of a behaviour or thought. since it
has a discernible value, it can be accepted and
internalised as something one should do. For
example, someone might exercise because they
know it is good for them, not necessarily because
they love the sport. in this case, the behaviour is still 
extrinsically motivated as it is being performed for 
instrumental reasons. however, it may be better
sustained over time, as the individual recognises
its worth.

• 	Finally,	 we	 may	 integrate a value or behaviour
into our identity because we identify with its
importance. This is the most self-determined or
autonomous form of extrinsic motivation.

research has shown however that tasks and 
behaviours can still be satisfying and performed 
well, even when extrinsically motivated. it can be 
thought of as a spectrum with intrinsic motivations 
showcasing high self-regulation and extrinsic 
showcasing low self-regulation. Parents, teachers, 
caregivers, and social circumstances can shape how 
people regulate their behaviours in general and in 
terms of digital media and games in particular. but 
as children mature, and are typically granted more 
freedom from their parents, their sustained good 
behaviour relies on what motivates their actions 
rather than any rules and restrictions which they 
have abided by. by extension, if children are to grow 
up benefitting from what the online world has to 
offer, their good practice or behaviour online must be 
sustained through encouraging self-regulation online. 
in the context of adolescents and active engagement 
online, the importance of identifying the social and 
environmental factors that contribute to resilient self-
regulation is evident, as well as the consequences 
which one would expect from it. 

Resilience

The byron review suggests that building resilience 
is a core objective of supporting children’s ability to 
manage the risks to which they may be exposed to 
online, alongside efforts to reduce the availability and 
accessibility of harmful material online (byron, 2008). 

resilience can be understood as an individual’s ability 
to accurately adapt to changing and sometimes 
stressful environments and to feel empowered to 
act instead of react in the face of both novel and 
threatening challenges. if we accept that, in an 
“always on” digital world, monitoring a child’s entire 
digital life is impossible, by extension we must surely 
accept that children must be empowered with some 
capacity to judge and respond to risks independently.

Whilst it is increasingly acknowledged that resilience 
cannot be not fostered through complete avoidance 
of risk (d’haenens, Vandoninck & donoso, 2013), 
the focus on the type or amount of harmful content 
children are potentially exposed to online persists.

research psychologists have instead found that 
the ‘why’ of media use, rather than the traditional 
metrics of ‘how much’ or ‘exposure’, provides a 
more complete picture of online engagement and 
is a better predictor of outcomes from media use. 
understanding what motivates and encourages 
young people’s online engagement – rather than 
focusing only on how they use the internet or what 
they might see - can support our understanding 
of how resilience might be fostered, ultimately 
encouraging positive experiences as a result of more 
empowered users.

Autonomous Self-Regulation
self-determination theory, a widely researched 
psychological perspective, can be usefully applied in 
this context. it is concerned with what motivates us 
– exploring why individuals behave in certain ways.

self-determination theory posits that one’s level 
of self-regulation is tied to one’s motivation when 
performing a task. When considered in the context of 
child development, young people with “autonomous 
self-regulation”, or an ability to manage short and 
long-term desires in line with their values, are seen 
to face less negative consequences from exposure 
to harm in offline contexts (Van Petegem, beyers, 
Vansteenkiste, & soenens, 2012). The same can be 
said of the online world - young people who are 
autonomous self-regulators show fewer negative 
repercussions of exposure to harmful content 
online through social media (Przybylski, Murayama, 
dehaan, & gladwell, 2013) and video gaming 
(Przybylski, rigby, & ryan, 2010; Przybylski, Weinstein, 
ryan, & rigby, 2009). crucially, research has 
shown that an individual’s ability to effectively self-
regulate media use increases one’s resilience when 
encountering potentially harmful or inappropriate 
content that we may face online (ryan & deci, 2000). 

broadly, autonomous motivation reflects an individual’s 
internal desire to complete a task while external 
motivators represent factors outside of an individual’s 
control, including rewards that may encourage such 
tasks or punishments that limit them. We find more 
satisfaction from and produce work of higher quality 
when autonomously motivated. Put simply, the more 
autonomous the motivation, the greater the likelihood 
that resilience and positive behaviour will be sustained 
once the external motivator disappears. 

level of sustainability once contingencies are removed

ExTERnAl 
REgulATIOn

Motivated by 
tangible rewards 
and punishments.

InTROJECTIOn

swallowing  
an idea with  
digesting it.

IdEnTIFICATIOn

identify a 
behaviour’s value 

and accept it 
for instrumental 

reasons.

InTEgRATIOn

recognize a 
behaviour’s value.
integrate it with 

your values  
and identity.

InTRInSIC 
MOTIVATIOn

Acting of your own 
volition without an 
instrumental end.
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EnVIROnMEnTAl FACTORS COnTRIbuTIng 
TO RESIlIEnT SElF-REgulATIOn OnlInE

Finally, restriction involves limiting or forbidding 
access to the media. Parents may choose to restrict 
all access to technologies like video games or 
adopt more subtle forms of restriction, whether by 
restricting the time that children can spend online, 
the content they can access (such as allowing social 
media but no snapchat), or the places where kids 
can use their devices.

it is noteworthy that little research has investigated 
how parental mediation strategies for internet 
and social media use can influence resilient self-
regulation of icTs or active engagement with these 
digital contexts. Furthermore, research examining 
parental mediation strategies seldom considers the 
wider caregiver-child relationship.

digital Skills and Attitudes
21st century skills are increasingly recognised as vital 
to supporting educational and long-term vocational 
outcomes. new policy and educational efforts, 
such as introducing computer programming into 
school curriculums, attempt to instil these skills and 
argue that without strong technical skills, teenagers 
will be left behind future advancements (cohen & 
livingston, 2013). not only might these skills impact 
future outcomes, some constructive outcomes 
may be lost to those without the ability to critically 
navigate the new technical landscape or to those 
who doubt its power.

however, the eu Kids online study identifies a gap 
in our understanding of if and how digital skills can 
impact children’s ability to stay safe online, and, by 
extension, be resilient internet users (livingstone 
& haddon, 2009). it has been suggested that the 
association between online safety skills and digital 
literacy should be explored further, as boosting one 
might also improve the other (sonck, livingstone, 
Kuiper, and de haan, 2011).

consideration of young people’s attitudes towards 
the internet and social media, and how they might 
relate to online resilience is also an area that merits 
further study. in the us, for instance, levels of 
concern about online privacy amongst teenagers are 
shown to have an impact on their behaviour on social 
networking sites (Feng and Xie, 2014). but there is a 
gap in our understanding of how general attitudes 
towards the online world amongst uK adolescents 
might contribute to their self-regulation online. 

Parent digital skills and general attitudes should also 
be considered in the context of online safety. indeed, 
policy makers have increasingly called for parents to 
improve their digital skills to support their children’s’ 
online activities. research has suggested that parent 
digital skills might impact their ability to regulate 
teen media use (livingstone & haddon, 2009). 

equally, parental uncertainty about the online actions 
and experiences of their children, as well as their 
own attitude toward the internet, has been linked 
to parental worries and concerns (sorbring, 2014). 
This, in turn, might influence how parents attempt to 
mediate their child’s internet and social media use. 
it has been shown that parents who have a negative 
outlook on video games, and presume a damaging 
influence on children, were more likely to restrict 
their teenagers engaging in such activities (shin and 
huh, 2011).

Caretaker Climate 
We understand that nurturing positive outcomes for 
children and young people begins at home. As primary 
caregivers, first educators and support networks, 
parents influence most children and the quality of 
their parenting has an impact on the outcomes their 
children achieve (grolnick, deci, & ryan, 1997). 

grolnick, ryan, and deci (1991) conceptualise this 
through a parent involvement and autonomy support 
scale, measuring caregivers’ levels of involvement in 
a child’s emotional and social life, and the extent to 
which they communicate that they value their child’s 
perspective and developing sense of self. in the offline 
world, we know that teenagers supported in this way 
seek out interesting opportunities and are resilient 
in the face of peer pressure (grolnick et al., 1997). 
relatedly, parent support and affection helps increase 
children’s internal motivation and self-regulation 
(grolnick, 2009; ryan, stiller, & lynch, 1994). 

Whilst considerable research evaluates the impact 
of parenting on children’s educational outcomes 
(dornbusch, ritter, leiderman, roberts, & Fraleigh, 
1987; Fisch, 2014; grolnick & ryan, 1989), we know much 
less about its impact on children’s online outcomes.

it is therefore necessary to explore if, by providing 
a supportive environment, parents may be able to 
encourage their children to develop the autonomy 
necessary to explore positive experiences online and 
the resilience to either avoid or be unaffected by 
potential online risks.

Mediation Strategies
in the context of children’s engagement online, most 
attention has been directed towards measuring 
parental strategies for managing their children’s 
internet and social media use, but not on what impact 
such strategies might have (Kirwil, 2009; livingstone 
& helsper, 2008; lwin, stanaland, & Mizayaki, 2008). 

We understand that parents adopt a range of 
strategies to manage or attempt to influence their 
children’s online engagement. These depend on 
both demographic and cultural factors such as their 
child’s age, their own confidence in and knowledge 
of online spaces, the information they have read in 
the news, and their own attitudes and beliefs (sonck, 
nikken, & de haan, 2013). often, decisions are based 
on practical and immediate concerns such as ‘i think 
my child spends too long on the computer’ or ‘i have 
received a bill i wasn’t expecting’. occasionally, 
parents are faced with issues they find difficult to 
respond to such as their child telling them they are 
being bullied online or they have seen content that 
has upset or worried them and this propels them into 
taking action. 

however, the internet and social media are not the 
first technology parents have been forced to grapple 
with. Much of what we know about how parents 
adopt rules and orientations towards technologies 
stems from research into television viewing with 
parents and children. The negotiation between 
parents and their children around such devices has 
been termed: parental mediation, and strategies 
exist along three domains – active, co-use, and 
restrictive (nathanson, 2001).

Active mediation refers to conversations between 
parents and children about technology and its content. 
sample discussions might include talks about online 
risks, favourite activities to access online, or what 
teens are doing on Facebook. coviewing, a more 
passive strategy, occurs when a parent observes or 
participates in the media, such as by playing video 
games with one’s child or looking over their shoulder 
as they browse the internet. however, coviewing 
avoids the teaching opportunities associated with 
active mediation. 



A Shared Responsibility
Building Children’s Online Resilience

A Shared Responsibility
Building Children’s Online Resilience

12 13

reseArCh 
objeCtives
based upon the theoretical framework above, the 
aim of this research was to investigate young people’s 
resilience and self-regulated engagement with the 
internet and social media.in particular, it sought to 
answer the following questions:

I.  Does self-regulated internet and social media use 
contribute to positive online outcomes?

• 	We	 evaluated	 four	 hypotheses	 concerned	 with
the social, parental, and individual factors linked
to effective and constructive engagement with
internet and social media - that is, learning skills
online, personal growth and expression, building
and maintaining social ties, being engaged
civically, and expressing creativity online.

• 	We	hypothesised	that	young	people	who	regulate
themselves effectively online would be more likely
to have recently capitalised on the internet to
teach themselves useful skills, grow as a person,
express their thoughts and creativity, build social
connections among peers and in the public sphere.

II.  Supposing that resilience leads to positive online
outcomes, what environmental and social factors
contribute to self-regulated internet use?

• 	The	research	tested	the	expectation	that	general
caregiver climate, the extent to which parents
are involved and acknowledge and foster their
child’s perspective and developing values, would
bear positively on young people’s resilient self-
regulated use of the internet and social media.

• 	Second,	the	study	evaluates	the	idea	that	the	skills
and attitudes that young people have regarding
the internet and the attitudes and mediation
strategies adopted and implemented by their
caregivers relates to how they regulate their use
of digital technology, i.e. their resilience.

• 	Third,	 we	 investigated	 the	 idea	 that	 young
people’s skills and attitudes as well as caregiver
mediation strategies were associated with active
and positive engagement online.

methodology
Participants
A nationally representative sample of young people 
from england, scotland and Wales was recruited 
for this study. of these, 926 were male and 1076 
were female, ranging in age from 14 to 17 years 
(M = 15.63, sd = 1.1). To ensure analyses reflected 
trends in the wider population of young people all 
analyses presented in this study were weighted 
by values derived from nomis based on household 
location and participant gender to offset response 
bias linked to participant polling. data reflecting the 
representation of social grade, derived from national 
readership survey (nrs) values, is presented in Table 
1 and geographic information is shown in Table 2.

Measurements
Participant interviews were conducted using web-
based survey tools. The presentation and ordering 
of assessments, detailed below, were provided to 
participants in randomised blocks such that the each 
participant responded to measures in a different 
order and the individual items in that measure 
were themselves randomised in order to minimise 
sequence and order effects.

Resilient Self-Regulation Online

self-determined use of information communication 
Technologies (icTs) was measured using two 15-item 
assessments tapping into individual variability in 
autonomous regulation with the internet and social 
media (see Figure 1). This measure captured young 
peoples’ motivations for engagement ranging from: 
(1) intrinsic motivation – “because i find doing on the
internet simply fun.” (2) identified motivation – “the
internet is part of who i am.” (3) introjected motivation
– “i feel like using the internet is something i should do.”
(4) external motivation: “i use the internet so my friends 
will like me.” and (5) Amotivation – “i used to have good
reasons, but now i’m asking myself if i should continue 
using the internet.” individual self-determined scores
were computed for each participant.

Digital Skills and Attitudes

This research sought to overcome the difficulties 
identified around the accurate measurement of 
digital skills (sonck, n., livingstone, s., Kuiper, e., 
and de haan, J., 2011), by asking young people about 
the degree to which young people and parents felt 
confident using icTs and performing a range of 
technical tasks. This was measured using a 10-item 
scale that asked the participant to rate the extent 
to which they skilled doing activities that ranged 
from basic: “uploading documents to an email” to 
advanced: “setting up and accessing proxy services.” 
The general way young people, caregivers, and 
their teachers felt about icTs and technology 
was measured using a 6-item assessment that 
participants used to rate the truth of statements 
regarding the place of icT in society reflecting both 
hopes, such as icTs: “…connect people in meaningful 
ways” and concerns: “…are unsafe”. 

Caregiver Climate

The approaches adopted by participants’ caregivers 
towards parenting were measured using the 21-
item Parent involvement and Autonomy support 
scale. This measure uses the responses of young 
people to measure the extent to which caregiving is 
characterised by involvement: “my parents find time 
to talk to me” and “my parents put time and energy 
into helping me,” autonomy support: “my parents, 
whenever possible, allow me to choose what to do” 
and “my parents are usually willing to consider things 
from my point of view,” and unconditional regard: “ 
my parents accept me and like me as i am” and “my 
parents are typically happy to see me.” 
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PARTICIPAnTS wERE ASkEd TO REFlECT On ThEIR 
ExPERIEnCES OnlInE In ThE PAST SIx MOnThS.

Caregiver Mediation Strategies

The approaches adopted by participants’ caregivers 
to shape how young people use icTs was measured 
using seven assessments: (1) active mediation – 5-item 
scale measured the extent to which caregivers are 
curious, communicate and solicit feedback regarding 
the young person’s experiences online, with social 
media, and with electronic games. (2) co-use – 4-item 
scale assessed whether caregivers encourage using 
online technologies with the young person, being 
nearby when they use games, social media, and 
the internet more generally. (3) general restriction – 
3-item scale assessed the extent to which caregivers 
have a blanket bans on some forms of icTs, prohibiting 
the ownership or use of games, social media, or the 
internet in the household. (4) content restriction – 
3-item scale measured whether caregivers take steps 
to moderate the content of icTs in the household 
including mature kinds of video games, adult social 
networks and websites. (5) Time restriction – the 
degree to which caregivers provide rules structuring 
when and how much young people can use icTs was 
measured with this 4-item scale. (6) Place restriction 
– two items measured whether caregivers enforced
rules regarding young people using icTs alone in
their rooms or away from the home with peers. (7)
Monitored use – two items measured the extent to
which caregivers have direct access to their young
person’s online accounts (e.g. passwords).

Active Engagement Online

Five aspects of constructive engagement with icTs 
were assessed with a 20-item checklist measure. 
Participants were asked to reflect on their experiences 
online in the past six months and note if they had: (1) 
developed an interest or new ability online: “learned 
a new skill such as learning to cook or play an 
instrument.” (2) Was able to be and explore aspects 
of oneself online: “expressed my feelings about a 
topic i care about.” (3) Formed or deepened social 
bonds: “built my circle of friends.” (4) engaged with 
civic activity online: “Made a post/comment about 
current events or politics.” and (5) shared a creative 
endeavour: “Wrote something creative (e.g. fanfiction) 
that i shared on a message board.” individual 
learning, self-development, social relationship, civic 
engagement, and creative sharing scores were 
computed for each participant.

Findings
Analytic Approach
All statistical analyses are weighed by population 
representativeness and control for variability linked 
to participant age and gender.

Hypothesis I: Resilient Self-Regulation & Active 
Engagement Online

statistical models concerned with the effects of resilient 
internet usage on constructive icT engagement 
indicated it was significantly related to learning online 
(β = .27), growth and self-expression online (β = .15), 
building and maintaining relationships (β = .13), being 
in the know with respect to current events online (β = 
.16) but not creative expression. A similar pattern was 
in evidence for resilient social media use (βs = .10 to 16) 
and it accounted for creative expression online (β = .12) 
but not civic engagement online. 

Taken together, resilient social media and general 
internet use was robustly associated with active and 
constructive icT engagement.

Hypothesis II: Caregiver Climate & Resilient Self-
Regulation Online

results from regression models assessing the 
influence of caregiver styles indicated that caregiver 
involvement (β = .26), autonomy support and 
perspective taking (β = .21), and unconditional regard 
(β = .24) were significantly positively associated 
with self-regulated internet engagement and all 
three factors appeared also to support resilient self-
regulation of social media use (βs = .16 to .19). 

Taken together, these results supported the hypothesis 
that the general approach that caregivers adopt to 
parenting facilitates effective and resilient engagement 
with social media and general internet use.
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Hypothesis III: Attitudes, Skills, Caregiver Mediation 
& Resilient Self-Regulation Online

statistical models investigating the effects of young 
person and caregiver attitudes and digital skills on 
resilient social media and internet engagement 
showed young person icT skills (β = .14) and attitudes 
(β = .27) predicted resilient internet use whereas 
caregiver (β = .13) and young person attitudes (β = .27) 
as well as skills (β = .15) were linked to resilient social 
media regulation. Parental skills and attitudes were 
not statistically related to general internet resilience.

These results support the hypothesis that young 
person digital skills support resilient self-regulation 
online, whereas there is no statistically significant 
link between parent digital skills and their children’s 
self-regulation online. 

Models investigating the links between caregiver 
mediation strategies indicated co-use (β = -.13), 
general restriction (β = -.35), place restriction (β = 
-.24), and monitoring (β = -.15) appeared to undermine 
resilient internet self-regulation whereas general 
restriction (β = -.20) and place restriction (β = -.16) 
were negatively related to resilient self-regulation of 
social media. 

Across both internet and social media engagement, 
active mediation, content restriction, and time 
restriction appeared to have no overall effect on 
icT resilience.

Hypothesis IV: Attitudes, Skills, Caregiver Mediation 
& Active Engagement Online

Analyses focusing on the extent to which young 
people used the internet to learn new skills in the past 
six months indicated that young person attitudes (β = 
.18) and skills (β = .21) were positively associated with 
learning online, but mediation strategies including 
co-use (β = -.12), general restriction (β = -.23), place 
restriction (β = -.14), and monitoring (β = -.14) were 
significantly negatively linked. caregiver attitudes, 
active mediation, content restriction, and time 
restriction did not relate to online learning. 

Models considering personal growth and self-
expression showed that young person skills and 
attitudes (βs = .18) were significant and general (β = 
-.12), as well as content, time, and place restriction 
were negatively associated (βs = .11). caregiver 
attitudes, skills, as well as active mediation, co-use, 
and monitoring were not linked to self-expression 
and growth online.

Analyses examining the development and maintenance 
of social ties in online spaces indicated that young 
person attitudes (β = .18) and skills (β = .21) were 
positively associated with social engagement online, 
whereas general (β = -.21), content (β = -.11), and place 
restriction (β = -.15), as well as monitoring (β = -.13) 
hampered this. caregiver attitudes, skills, as well as 
active mediation, co-use, and time restriction did not 
relate to social engagement online.

Models examining civic engagement and the 
expression of creativity online indicated that young 
person attitudes (βs = .13 to .14) and skills (βs = .19) 
were the only significant predictors. Parental skills, 
attitudes, and mediation strategies were did not relate 
to these facets of constructive icT engagement.

AnAlysis & 
interpretAtion
Resilient Self-Regulation Online
The findings derived from this study of british young 
people lent general support to our hypotheses that 
resilient internet and social media engagement may 
benefit young people online. Adolescents’ tending 
towards higher levels of resilient self-regulation 
reported they were more likely to have sought out 
opportunities to acquire knowledge learn new skills 
online, taken advantage of digital technologies 
to express and develop their identities, build and 
maintain their social ties, and follow and participate 
in news and conversations linked to their communities 
and current events. 

This pattern of findings expands on those observed 
in psychological research across a wide range of 
real-world (ryan & deci, 2000) and virtual domains 
(Przybylski et al., 2009). This parallel is an important 
one, as it opens the door for fostering more resilient 
and autonomous forms of motivation (see Figure 1).

Antecedents of Resilient Self-Regulation 
Online
The findings derived from this study also provide 
important insights into the factors that could 
influence resilience online and active engagement 
with the internet and social media. Key findings 
concern the effects observed for; (1) the general 
caregiver climate, (2) digital skills and attitudes (3) 
caregiver mediation strategies and (4) resilient self-
regulated online engagement.

Caregiving Climate 
First, the present findings lend empirical weight 
to the idea that the overall psychological quality 
of parenting may play a key role in determining 
how young people approach digital contexts. in 
particular, three aspects of the caregiver child 
relationship showed robust positive links to 
resilience; (a) caregiver involvement –being available 
to a child, knowledgeable and concerned about 
their experiences, (b) autonomy support – caregivers 
communicating they respect their child’s perspective 
and developing values, and (c) unconditional regard 
– not making care or love dependent on a child
meeting the caregivers’ standards of behaviour, all
were linked to resilient self-regulation online.

This set of findings mirror and extend those focusing 
on young person development in family, peer, sport, 
and educational contexts (ryan & deci, 2002) which 
suggest that the overall psychological climate young 
people enjoy shapes how they regulate themselves 
outside the home.
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by PROVIdIng lIMITEd, RElEVAnT, And FlExIblE 
OPTIOnS, PAREnTS And CAREgIVERS MAy hElP 
ChIldREn dEVElOP ThE CAPACITy TO MAkE 
EFFECTIVE ChOICES FOR ThEMSElVES OnCE 
ThEy ARE ThEIR Own OnlInE.

digital Skills & Attitudes
second, this research highlighted the role that a 
young person’s attitudes towards digital technologies, 
the internet and social media may influence how 
british adolescents approach these contexts and 
what they get out of them. Young people who 
believed information communication technologies 
benefit society as well as those who have built more 
skills using digital technologies were more likely 
to be resilient self-regulators online. interestingly, 
caregiver digital skills appeared not to matter, but 
their attitudes towards online technologies were 
positively associated with young people being more 
resilient users of social media.

Across the board young person’s digital skills and 
attitudes towards the online world were positively 
related to active engagement online. These young 
people were more likely to engage in online learning, 
social development, self-expression and creative 
expression online. This set of findings indicates 
that steps aimed at building fundamental digital 
competencies, such as making software coding 
and design (cohen & livingston, 2013) could have 
unexpected yet positive knock on effects in terms of 
fostering resilience and positive engagement across 
a host of online settings.

Caregiver Mediation Strategies
Third, the focus of this research on resilience and 
active online engagement cast caregiver mediation 
strategies in a new light. often seen as a buttress 
against the potential risks of online spaces, this 
research indicated they might not advantage 
constructive engagement online. 

in particular, general restriction – forbidding access 
to the internet, social media, and electronic games 
showed the most concerning relations. Young 
people who had parents utilising this media control 
strategy tended to be the least resilient online. 
similar negative relations were observed for place 
restriction – forbidding icT use in specific areas, co-
use – requiring parental presence during icT use, 
and parental monitoring – requiring caregiver access 
to young persons’ online accounts. given the cross-
sectional nature of these data, it is not clear if these 
strategies undermine resilience or that the parents of 
resilient children tend not, on average, to resort to 
such approaches.

our findings considering active online engagement 
underlined a number of additional concerning 
trends related to caregiver mediation strategies. 
For example, young people were less likely to seek 
out information online if their parents used general 
restriction, place restriction or monitoring strategies. 
They were also less likely to express themselves 
online if their caregivers were generally restrictive, 
controlled content orthe times and places young 
people could use icTs. Adolescents whose parents 
implemented monitoring, place, content, or general 
restriction also tended to be less social online. 
Parental mediation strategies were unrelated to 
either civic engagement or creative expression 
online. Taken together, this pattern of results 
suggests that broad restrictions and monitoring may 
have more utility in directly shielding young people 
from potential harms but could have unintended 
negative effects on resilient self-regulation as well as 
constructive engagement online.

Pathways to Resilient Self-Regulation 
Online
by grounding these results in thirty years of 
psychological theory and empirical research, we 
are able to suggest three necessary provisions to 
facilitate movement towards more autonomous 
and resilient forms of self-regulation (deci, eghari, 
Patrick, & leone, 1994).

The first necessary step is providing a meaningful 
rationale – All people, young people included, need 
to know they are (or not) supposed to be doing 
something. Making it clear how and why self-
regulation and precautions around a key activity 
have personal utility to a young person will help them 
stand behind the efforts and behaviours needed to 
be more effective online.

The second necessary step is perspective taking 
– Acknowledging, understanding, and respecting
another person’s interest and engagement with an
activity. communicating that one cares enough to
learn about and accept specific aspects of a young
person’s online life may go a long way to keeping
open lines of dialogue between caregivers and
adolescents. This affordance can service to help
young people have a secure base from which to
venture out online.

The third necessary step is autonomy support – 
conveying meaningful choice helps young people 
make effective and proactive decisions in their offline 
and online lives. This doesn’t mean letting adolescents 
do whatever they would like (i.e. permissiveness), but 
rather integrating what is learned from perspective 
taking and understanding rationales into decision 
points for young people. by providing limited, 
relevant, and flexible options, parents and caregivers 
may help children develop the capacity to make 
effective choices for themselves once they are their 
own online.
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ConClusion
This research explored how children and young 
people can be supported to become resilient users 
of the internet. That is, able to adapt to changing 
and sometimes stressful environments and to feel 
empowered to act in the face of both novel and 
threatening challenges.

by using self-determination theory as a framework, 
our research held that young people’s ability to 
effectively self-regulate their media use increased 
their resilience and skillset when encountering 
potentially harmful or inappropriate content online. 
our findings indicated that resilient self-regulation 
online, in turn, was robustly linked to positive and 
active online engagement. indeed, young people 
that self-regulated their internet and social media 
use were more likely to seek out opportunities online, 
such as learning new skills, building and maintaining 
social ties and expressing and developing their 
identities. Taken together, these results cement the 
importance of nurturing resilience in young people, 
as it is vital for their development and constructive 
online engagement in the long term.

our study also found that supportive and enabling 
parenting was the main predictor of online resilience. 
That is to say, good parenting played a key role in 
determining how young people approach digital 
contexts. children who felt their parents showed 
them unconditional love and support, were involved 
in their lives and respected their choices and opinions 
are most likely to be resilient online, and thus more 
likely to benefit from positive outcomes online.

by contrast, while parenting strategies of restriction 
and monitoring may be useful in directly shielding 
young people from potential harms, they were seen 
to have the unintended negative consequence of 
undermining children’s resilience and constructive 
engagement online. 

our findings also suggested that building young 
people’s digital skills could have unexpected yet 
positive effects on fostering their resilience and 
constructive engagement online. equally, we saw 
that young people who believed that the internet and 
digital technology benefit society were more likely to 
be resilient self-regulators online. This necessitates 
that we, as a society, shift away from a singular focus 
on potential online risks and harm to one where we 
also recognise the opportunities and benefits of the 
online world.

Taken together, these conclusions demonstrate the 
importance of resilience online – and that this is best 
reached through supportive and enabling parenting, 
encouraging the development of digital skills and 
allowing children to take risks and develop coping 
strategies in the online world, just as we would in the 
offline world.

in identifying the benefits of resilience and the 
contributing factors to self-regulation online, this 
study addresses a gap in existing research and 
should inform our approach to building resilience 
amongst young people in the years to come.

What is clear is that the uK’s response to building 
resilience in children must be a multifaceted one 
– combining the efforts of families, teachers,
policymakers, industry and academia alike. This will  
support children’s exploration of what the online
world has to offer and help them manage any risks
they may encounter along the way.
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tAbles & Figures
Figure 1 
Continuum of Resilient Self-Regulation

Table 1 
geographic distribution of Participants

geographic Overall
Region  Frequency

scotland 8.5%
north east 4.2%
north West 11.7%
Yorkshire and the humber 8.7%
east Midlands 7.5%
West Midlands 9.6%
Wales 5.0%
east of england 9.7%
london 12.4%
south east 14.3%
south West 8.5%

Table 2 
Social grade distribution of Participants

Social Overall
grade  Frequency

A 10.0%
b 20.0%
c1 23.1%
c2 12.7%
d 8.5%
e 7.1%
Prefer not to say 18.5%
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